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Problem-1: Network & Fault Tolerance (25’)

Bob decided to develop an online voting service (OVS) to allow people to vote for
things they like. The system will include a single-host server and a client-side mobile
application. The interfaces between the client and server are shown below.

# client side:
vote (item id) ;//vote for the item and get a response

check (item id);//get the vote account of the item
# server side

confirm() ;//server handle vote requests and check requests
from clients

1. At first, Bob uses UDP for OVS. He finds that UDP does not handle packet loss,
so he implements at-least-once for the mobile application. Do you think it is enough?
Please give your reasons. (5')

Answer:
g, EFEELHat-most-once, FTAEHUEEITE

2. After that, Bob chooses TCP instead. TCP protocol needs a timer for each
segment. He learns that negative acknowledge (NAK) helps in reducing the use of
timer. Please explain how NAK works and why sender only needs one timer for the
last segment of the stream. (Please give short answers with clear points.) (5’)

Answer:

NAK:E T & X B LE &% A I Bk B Dtimerti g2, N FRE—MNEUEEEStimerg
RIUE— £ W Elresponse
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3. As Singles’ Day comes, the OVS will face huge voting requests from multiple
users. Bob uses AIMD (Additive Increase, Multiplicative Decrease) as its congestion
control solution. Please explain how AIMD works and how it can ensure fairness?
(Please give short answers with clear points.) (5)

Answer:

AIMD (Additive Increase, Multiplicative Decrease), ki@, Z# T, RiE
fairness : HH L senderfI it %, L IXLsenderfwindows sizeE Y84 EI R —MNME

4. One day the service crashed since the disks stopped working any more. Some
data are lost. Bob was suggested to use RAID. Which type of RAID would you
recommend to Bob? Please give your reasons. And, can RAID completely solve the
problem of data loss? Why? (5°)

Answer:

RAID5, AAvotingEEREERK, RAIDSHFEH A FHRIF, RAIDFRESTEEHER
BIEEX, WMEFMEAMESREINRE, BUIRKARAEERXR
5. As the service scales, Bob buys more servers, which need to exchange data

through network. However, using TCP/IP is space-consuming because of extra
headers. Below are the packet formats of TCP and IP header.

TCP header format IP header format
& 32 hits 5 € 32 hits -
source port | destination port version| IHL |typs of service ~ total length
sequence number identification ol“;]';l fragment offset
acknowledgement number time to live | protocol checksum
Hien | reserved [s[c:[5] ]} window source address
checksum urgent pointer destination address
[ options ] [ options ]

Bob found that the server machines are directly connected with each other using
cables that provide uncorrupted and ordered data transmission (i.e., the content and
order of packets are always right). However, packets may still get lost due to
congestion. Bob wants to design his own protocol based on TCP. Please help Bob
optimize TCP/IP and describe at least three aspects. (5')

Ans:

1. XYTCP/IP mEMHITEFF, BALEENIM
a. IPRFPHIFE N ip(src/dst)AIUAE (E— &K, EiZAmacthil)
b. TTL AFE (F&E£&HrouterEEokttl)
c. REE—I1KE

2. Eigchecksum, KN F=corrupted

3. FReEEseqglack, BMfFE AR Sreorder, thA[RESHIIEE
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4. YwindowsHitimeout®] LAt 1T{L1E, L[KFRIMWEZ1, 2, 3, SHIRHE, 1HEA4
—TFBL2ET, BEEEKRsenderkE4MA 2% Ftimeout

Problem 2: Transaction (35°)

A bank wants to implement a distributed user account system. The system records
two values for each account: balance (which means the money remained in the
account) and withdrawn (which means the total money withdrawn by the account).
Each account is only stored on one machine.

In the system a coordinator can issue two kinds of transactions:
1. transfer(from_id, to_id, value): transfer value of money.
2. read(account_ids): return balance and withdrawn of multiple accounts.

For simplicity, we do not handle the case when money is not enough to transfer.
Suppose there is only one machine which never crashes (coordinator and server are
the same machine). Two-phase locking (2PL) is applied to above transactions.

# coordinator side:
transfer (from_id, to_id, value):
ids = sort([from id, to_id])
for id in ids:
server.lock (id)
<from b, from w> = server.read(from id)
<to_b, to_w> = server.read(to_id)
from b -= value
from w += value
to_b += value
server.write (from_id, from b, from w)
server.write(to_id, to_b, to_w)
server.unlock (from id)
server.unlock (to_i)

read (account_id) :
server.lock (account_id)
ret = server[account_id].read(account_id)
server.unlock (account_id)
return ret

# server side:

write(id, b, w):
accounts[id] .balance = b;
accounts[id] .withdrawn = w;
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read (id) :
return <accounts[id] .balance, accounts[id].withdrawn>

lock (id) :

lock (accounts[id] . lock)
unlock (id) :

unlock (accounts[id] . lock)

1. Please compare 2-phase locking and OCC (e.g., the cons, the pros, the
suitable scenarios, etc.). (5')

2-phase locking is more suitable in high-contention scenarios. It includes
expanding phase and shrinking phase.

OCC is more suitable in low-contention conditions. It may abort when
contention arouses.

(Other reasonable answer is also acceptable)
2. During transfer, the code calls sort(). Why? (5')
To avoid dead lock.

3. For the above implementation, there is one machine that never crashes.
Now the bank uses multiple servers for better throughput. It is possible
that the two accounts (e.g., from_id and to_id) reside on different servers.
Thus, during a transfer, if one server crashes, the data may be partially
updated. How to guarantee the data of the two accounts are updated
atomically? (5')

Use 2-phase commit and log to guarantee both operations on two
machine are completed. (Other reasonable answer is also acceptable)

4. Based on the system implemented in question 3, now we need to improve
the availability. The system now provides three replicas for each account
and each replica.

Consider the following design: If a transaction needs to modify accounts,
it should read the same data from at least two replicas, and then write to
at least two replicas. If a transaction is read-only, it can read data from
only one replica. Is this design serializable? If yes, briefly explain it. If not,
please give a counterexample. (5')

It is not serializable.

It is not serializable. For example, there are 3 servers A B C and 2
variables x=0 y=0 on 3 servers. The first transaction writes x=1 to AB,
writes y=1 to BC. The second read-only transaction read x=1 y=0 from A,
which means it is not serializable.

5. What is the relationship between conflict serializable, view serializable and
final state serializable? Which one is used most? Why? (5')
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Conflict serializable means it can be transferred to serial schedule by
swapping con-conflict operations. View serializable means it is view equal
to a serial schedule. View equal means Final state serializable means the
final result is equal to that of a serial schedule. Conflict serializable is most
commonly used because it is easy to detect conflict operations.

What categories are following schedules (conflict serializable, view
serializable, final state serializable, none)? (6')

a. S1: R1(X) R1(Y) R2(X) R2(Y) W2(Y) W1(X)

b. S2: R1(X) R2(X) R2(Y) W2(Y) R1(Y) W1(X)

c. S3: W3(2), R2(X), W2(Y), R1(Z), W3(Y), W1(Y)

Final state serializable
Conflict serializable

Conflict serializable

Which category of serializability does the bank account system satisfy?
Please give your reasons. (4')

Conflict serializable. Because it uses two-phase locking.

Problem 3: Security (16’)

1.

Why CFI can defend against ROP attack? What are the limitations of CFI?
Do you have some way to mitigate these limitations? (5%)

CFI ensures that the control data like the return address no to be
corrupted. ROP attack is based on hijacking the control flow by
overwriting the return address so it can be defended by CFI.

CFI cannot defend non-control data hijacking.

Protect the non-control data use the mechanism CFI uses to protect the
control data.

Isolation is one of the widely used technologies for security. Please give
at least three ways for isolation (e.g., different layers or components),
and describe their effects. (5')

Kernel - User isolation: prevent non-privileged user accessing privileged
data.

Process isolation: prevent one process from writing the data of other
processes.

VM isolation: prevent one VM from accessing the data of another VM.
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3. Address Space Layout Randomization (ASLR) is a technique involved in
preventing exploitation of memory corruption vulnerabilities. Kernel uses
kKASLR to prevent attacker to know the exactly locations of kernel
objects. Every time the system reboots, the base of kernel’'s .text
segment will be loaded to a different location.

Consider the following kernel code, if you are an attacker, please bypass
the kASLR (e.g., get the address of function event_ioctl). Please
describe your approach, write your code if necessary, and give a patch to
fix the problem. (6)

event_ioctl(user_event, EVENT_INIT);
event_ioctl(user_event, EVENT_INFO);

The address of the function handler will be copied to user_event which
can be read in user space.

As the offset of other kernel objects’ address to the function handler are
fixed even KASLR is enabled. So the addresses of all other kernel objects
can be calculated from the address of the function handler. KASLR is
bypassed.

struct event {
unsigned type;
int (*handler)(void);

};

/* code in kernel */

struct event cse_event;
int handler() {...};

int event_ioctl (struct event *user_event, int cmd) {
unsigned size = sizeof(struct event);
switch (cmd) {
case EVENT_INIT:
if (copy_from_user(&cse_event, user_event, size))

return -1;
cse_event.handler = handler;
break;

case EVENT_INFO:
copy_to_user(user_event, &cse_event, size);
break;
case EVENT_HANDLING:
return cse_event.handler();
default:
return -1;
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return 9;

}

event_ioctl is the only api that user program could access.

// copy kernel data of size s in buffer “from™ to a user buffer “dst’.
copy_to_user(void *dst, void *from, unsigned s); //success - return @

// copy user data of size s in buffer "from™ to a kernel buffer “dst.
copy_from_user(void *dst, void *from, unsigned size);
//success - return 0

A% BT/ #£107




Problem 4: VR & Paxos (24°)

I.

II.

VR protocol (10')

Assume we have 5 machines. Single-way network latency is 1ms. All
machines could learn the network partition and other machines’ death
immediately after it happens. Slaves will start ViewChange immediately
when its connection to primary is lost. If not mentioned, the machines and
network will work as specified in protocol.

. Given the following network events (some but not all)

Start at view 1, primary received OP1 at t=0, OP1 commit, S4 & S5
partitioned from others at t=3, primary received OP2 at t=4, S3's
response for OP2 lost, primary received OP3 at t=6, all Prepare for OP3
lost, S1 & S2 dead at t=8

1) Will OP2 eventually commit after network heals and system
recovers? Why? (4’)

. After 1., S4 dead at t=9, network healed at t=10, S2 recovered at t=10,

S5 retried its ViewChange at t=10
1) What will the viewstamp eventually be? (2')
2) What's the final state of all machines? Please show the curV, lastV
and the log of each machine. (2')
3) What's the minimal commit latency of each OP? (2')

Paxos (8')

Assume we have 3 machines, machine A and B are proposers, and
machine A, B, C are all acceptors.

The single-way network latency between proposers and acceptor is 1ms
and it is stable. After receiving the response of a prepare request, if no
safe value is determined in previous ballot, it will take the proposer 10ms
to calculate the value it wants to propose.

We encode the machine id at bit 0 of ballot humber, so the ballot number
is globally unique. This means proposer A will propose ballot 0, 2, 4, ...
And proposer B will propose ballot 1, 3, 5, ...

If an accept is ignored, the acceptor will still send a response to the
proposer, and the proposer will start another ballot with a higher ballot
number immediately.
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1. Now assume proposer A starts to propose value 1 at t=0, and proposer B
starts to propose value 2 at t=7ms, how will the system behave? Please
explain the phenomenon in detail. (4")

C receive prepare 0 from A at t=1ms

A receive prepare OK at t=2ms

C receive prepare 1 from B at t=8ms

B receive prepare 1 OK at t=9ms

A send accept 0 at t=12ms

C receive and reject accept 0 at t=13ms
A send prepare 2 at t=14ms

B send accept 1 at t=19ms

C receive and reject accept 1 at t=20ms

B send prepare 3 at t=21ms

The system will be stuck and fail to agree on any value.
2. How to avoid the problem in best effort? (4")

Add random back-off in proposer between two proposals

III. VR vs Paxos (6')

Assume we have a system start at following state:

S1 OP1 OP2 OP3 OP4
OP1 OP5 OP6
OP1 OP5
OP1

S5 OP1

After some operations, the system goes to the following state:

S1 OP1 OP5 OP6 OP4
OP1 OP5 OP6
OP1 OP5
OP1 OoP7 OP8
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S5 OP1 OP7 OP8

1. Is this a paxos system or a VR system? (2')
Paxos system
Because OP3 on S1 is overwriten by OP6 but OP4 is not.

2. If the clients won’t send new requests, which OPs will eventually and
ALWAYS commit? (4')

NOTE: There won’t be more than 2 dead machines at any time.
OP1, OP4, OP5
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